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NOTICE OF CIVIL CLAIM

This action has been started by the plaintiff for the relief set out in Part 2 below.

If you intend to respond to this action, you or your lawyer must
(a) file a response to civil claim in Form 2 in the above-named registry of this court
within the time for response to civil ¢laim described below, and

(b) serve a copy of the filed response to civil claim on the plaintiff,

If you intend to make a counterclaim, you or your lawyer must
(a) file a response to civil claim in Form 2 and a counterclaim in Form 3 in the
above-named registry of this court within the time for response to civil claim
described below, and
(b) serve a copy of the filed response to civil claim and counterclaim on the plaintiff

and on any new parties named in the counterclaim.



JUDGMENT MAY BE PRONOUCED AGAINST YOU IF YOU FAIL to file the response to

civil claim within the time for response to civil claim described below.
Time for response to civil claim

A response to civil claim must be filed and served on the plaintiff,

(a) if you reside anywhere in Canada, within 21 days after the date on which a copy
of the filed notice of civil claim was served on you,

(b) if you reside in the United States of America, within 35 days after the date on
which a copy of the filed notice of civil claim was served on you,

(c) if you reside elsewhere, within 49 days after the date on which a copy of the filed
notice of civil claim was served on you, or

(d) if the time for response to civil claim has been set by order of the court, within
that time.

THE PLAINTIFF’S CLAIM

Part 1: STATEMENT OF FACTS

Overview

1. Medical Depot Inc d.b.a. Drive DeVilbiss Healthcare (“Drive DeVilbiss”) is an
American company that manufactures and distributes medical equipment directly to their clients,
and indirectly through third party medical companies (the "Third Party Organizations"),
including mobility products, beds, bariatric products, wheelchairs, sleep surfaces and pressure
prevention preducts, respiratory equipment, self-assist products, power operated wheelchairs,
long-term care and rehabilitation products, patient room equipment, personal care products and
electrotherapy devices. Drive DeVilbiss has corporate offices and distribution facilities in the
United States and Canada. On about September 23, 2020, Drive DeVilbiss advised their
Canadian clients that, at some point on or around May 25 2020, an unauthorized party had
gained access to and acquired possession of the Plaintiffs and Class Members’ personal
information, including but not limited to their name, medical diagnosis information, medical
condition information, other medical and/or health insurance information, social security
number, bank account number, and tax identification number (collectively the "Personal

Information"), in breach of the Class Members’ privacy and reasonable expectations (the "Data
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Breach"). Through this suit, Canadian residents seek to hold the Defendant accountable for the
Data Breach.

The Parties

2. The Plaintiff is a resident of British Columbia. At material times before the Data Breach,
she rented a knee scooter from Shoppers HomeHealthCare (now known as WellWise by
Shoppers Drug Mart), which is a Third Party Organization, resulting in her Personal Information

being communicated to and subsequently retained by Drive DeVilbiss.

3. = The Defendant Medical Depot Inc d.b.a Drive DeVilbiss Healthcare is incorporated
under the laws of Delaware, with an address for service at 251 Little Falls Drive, Wilmington,
Delaware 19808, and a business address at 99 Seaview Boulevard, Port Washington, NY 11050.
The Defendant carries on business in British Columbia and throughout Canada, including
through Third Party Organizations that are based in British Columbia, and throughout Canada,
and themselves do business with residents of British Columbia. Drive DeVilbiss maintains and
operates data centres in British Columbia, and throughout Canada, including through Third Party
Organizations, that contain the data of the Plaintiff and Class Members. Further, Drive DeVilbiss
accepts and handles data from British Columbia and Canadian residents, which make it subject

to the law and jurisdiction of this province.

4. The Plaintiff brings this claim on her own behalf and on behalf of all Canadian residents
whose Personal Information was accessed as a result of the Drive DeVilbiss Data Breach ("'Class

Members").
Notice to the Plaintiff and Class Members of Drive DeVilbiss’s Data Breach

5. On September 23, 2020, Drive DeVilbiss sent letters to the Plaintiff and Class Members
announcing that cybercriminals had gained access to its systems, and had acquired possession of
internal company information, including the Personal Information of the Class Members. Despite
maintaining a  “Press  Release” section of its  public-facing  website
(https://www.drivemedical.com/ca/en/pressRelease), Drive DeVilbiss did not announce or
publicly warn Class Members of the Data Breach. In its letter of September 23, 2020, Drive

DeVilbiss described the situation as follows:



WHAT HAPPENED?

On or about June 4, 2020, we learned that an unauthorized third party had gained
remote access to Drive Medical’s network in an effort to disrupt our operations.
We quickly began to investigate with the support of outside cybersecurity experts.
We do not yet know when the unauthorized third party first gained access to our
network. Although the investigation is ongoing, we have determined that the
unauthorized third party acquired and briefly possessed an electronic file system
containing some of our internal company information. We recently learned that
your information was affected by this issue.

WHAT INFORMATION WAS INVOLVED?

Based on our review of the materials that were acquired, the information acquired
by the unauthorized third parties included your name, medical diagnosis
information, medical condition information, potential medical and/or health
insurance information.

(the "Drive DeVilbiss Incident Summary").

6. Drive DeVilbiss has not publicly identified the cybercriminals. The basis of Drive
DeVilbiss’s public assurance that the unnamed cybercriminals only briefly possessed the Class

Members’ Personal Information has not been explained, much less guaranteed.

Drive DeVilbiss’s Misconduct

7. Drive DeVilbiss’s extensive access, receipt, collection, use, storage, transfer or
transmission of the Personal Information made it foreseeable to Drive DeVilbiss that its
electronic databases are a prime target for criminal activity including attempts to hack and steal

the Personal Information.

8. As a business collecting and retaining highly-sensitive medical information, Drive
DeVilbiss was aware at all material times of its obligation to protect user information, including
the Personal Information, from unauthorized access by third parties. The Personal Information,

alone or in combination, is deserving of protection.

9, At all material times, Drive DeVilbiss failed to handle the collection, retention,
protection, security and disclosure of the Personal Information in accordance with the standards

imposed by the Personal Information Protection Act, SBC 2003, ¢ 63 (“PIPA”) and related



enactments, and the Personal Information Protection and Electronic Documents Act, SC 2000, ¢
5 ("PIPEDA").

10. At all material times, Drive DeVilbiss failed to make reasonable security arrangements to
prevent loss, theft and unauthorized access, collection, use, disclosure, copying, modification or

disposal of the Personal Information.

11. At all material times, Drive DeVilbiss failed to implement physical, organizational or
technological safeguards or control procedures to prevent loss, theft and unauthorized access,

collection, use, disclosure, copying, modification or disposal of the Personal Information.

12, At all material times, Drive DeVilbiss failed to use organizational or technological
safeguard measures to protect the Personal Information, or used measures that were outdated and

inadequate having regard to the sensitivity of the Personal Information.

13. At all material times, Drive DeVilbiss failed to hire competent employees, failed to

properly supervise its employees, or failed to provide proper training to its employees.

14.  In the alternate, Drive DeVilbiss failed to exhibit sufficient skill, competence, and due

diligence in the hiring or contracting with outside information technology and/or data services.

15.© At all material times, Drive DeVilbiss failed to employ ongoing monitoring and
maintenance that would adequately identify and address evolving digital vulnerabilities and
threats,

16. At all material times, Drive DeVilbiss failed to detect loss, theft, and unauthorized
access, collection, use, disclosure, copying, modification or disposal of the Personal Information,

adequately or at all.

17. Following the Data Breach, Drive DeVilbiss failed to immediately notify the Plaintiff and
other Class Members that their Personal Information had been left unprotected and subjected to
loss, theft, unauthorized access, collection, use, disclosure, copying, modification or disposal.
Drive DeVilbiss made this choice to delay disclosure to Canadian customers wilfully and

deliberately, despite notifying American customers and authorities earlier than Canadians.



18.  Drive DeVilbiss has failed to provide any means for Class Members to determine the
extent to which their Personal Information was subject to loss, theft, unauthorized access,

collection, use, disclosure, copying, or modification as a result of the Data Breach.

19.  Senior officers and directors of Drive DeVilbiss were aware at all material times that the
Plaintiff and Class Members had a reasonable expectation to be informed of the Data Breach
many weeks earlier than September 23, 2020, including being informed of Drive DeVilbiss’s
unlawful conduct in allowing the Data Breach to occur and the nature and extent of Drive
DeVilbiss’s dealings with the cybercriminals. At all material times, Drive DeVilbiss’s senior

officers and directors were aware of Drive DeVilbiss’s acts and omissions set out herein.
Harm to the Plaintiff and Class Members

20.  The Plaintiff and Class Members have suffered loss and damages because of the Data

Breach, including but not limited to:
a. Violation of privacy;
b. Psychological distress;
c. Costs incurred in preventing identity theft;
d. Costs incurred in paying for credit monitoring services;
e. Out-of-pocket expenses;

f. Wasted time, inconvenience, frustration, and anxiety associated with taking
precautionary steps to reduce the likelihood of identity theft or improper use of

credit information, and to address the credit flags placed on their credit files;

g. Time lost engaging in precautionary communications with third parties such as
credit card companies, credit agencies, banks, and other parties to inform them of
the potential that their Personal Information may be misappropriated and to

resolve delays caused by flags placed on their credit files; and



h. A possibility of exposure to future false marketing by cybercriminals fictitiously
holding themselves out as the Third Party Organizations with which the Class
Members truly and properly have a relationship, thereby subjecting Class
Members to further identity and information theft in the future.

Part 2: RELIEF SOUGHT

21. - An order certifying this action as a class proceeding under the Class Proceedings Act,
RSBC 1996, ¢ 50;

22.  General damages for the tort of negligence;

23. A declaration that Drive DeVilbiss committed a tort under each of the Privacy Act BC,
the Privacy Act SK, the Privacy Act MB, and the Privacy Act NL,

24,  Statutory damages for breach of the:
a. Privacy Act BC for residents of British Columbia;
b. Privacy Act SK for residents of Saskatchewan;
¢. Privacy Act MB for residents of Manitoba;
d. Privacy Act NL for residents of Newfoundland & Labrador;
25. General damages for the tort of intrusion upon seclusion;
26.  The costs of administering the plan of distribution of the recovery in this proceeding;

27.  An order that the Defendant shall offer credit protection services to each Class Member

for a period of five years, at the Defendant’s cost;
28.  Interest under the Court Order Interest Act, RSBC 1996, ¢ 79; and

29.  Such further and other relief as this Honourable Court may deem just.



Part 3: LEGAL BASIS

30. The Plaintiff pleads and relies on the Class Proceedings Act, RSBC 1996, ¢ 50, the
Privacy Act, RSBC 1996, ¢ 373 ("Privacy Act") and related enactments, PIPA and related
enactments, PIPEDA, and the Court Jurisdiction and Proceedings Transfer Act, SBC 2003, ¢ 28,
("CJPTA").

Drive DeVilbiss’s Statutory Obligations to Canadian Class Members

31.  As a non-governmental entity handling personal information while carrying on business
in British Columbia, directly or indirectly through Third Party Organizations, Drive DeVilbiss
was subject to the provisions of PIPA. Section 34 of PIPA provides:

An organization must protect personal information in its custody or under its
control by making reasonable security arrangements to prevent unauthorized
access, collection, use, disclosure, copying, modification or disposal or similar

risks.

32.  As anon-governmental entity that transfers personal information, including the Personal
Information, across provincial and national borders, Drive DeVilbiss was subject to the
provisions of PIPEDA. Section 5(1) of PIPEDA provides:

Subject to sections 6-9 [none of which apply in the present case], every

organization shall comply with the obligations set out in Schedule 1.

33.  Schedule 1 to PIPEDA consists of "Principles Set Out in the National Standard of Canada
Entitled Model Code for the Protection of Personal Information, CAN/CSA — Q830-96". These

principles provide, among other things, that:

4.3  Principle 3 — Consent

The knowledge and consent of the individual are required for the collection, use,
or disclosure of personal information, except where inappropriate.



4.5 Principle 5 — Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those
for which it was collected, except with the consent of the individual or as required
by law. Personal information shall be retained only as long as necessary for the
fulfilment of those purposes.
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Personal information that is no longer required to fulfil the identified purposes
should be destroyed, erased, or made anonymous. Organizations shall develop
guidelines and implement procedures to govern the destruction of personal
information.

47  Principle 7 — Safeguards

Personal information shall be protected by security safeguards appropriate to the
sensitivity of the information.

4.7.1

The security safeguards shall protect personal information against loss or theft, as
well as unauthorized access, disclosure, copying, use, or modification.
Organizations shall protect personal information regardless of the format in which
it is held.

4.7.2

The nature of the safeguards will vary depending on the sensitivity of the
information that has been collected, the amount, distribution, and format of the
information, and the method of storage. More sensitive information should be
safeguarded by a higher level of protection. The concept of sensitivity is
discussed in Clause 4.3.4.
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The methods of protection should include

(b) organizational measures, for example, security clearances and limiting
access on a “need-to-know” basis; and



(¢) technological measures, for example, the use of passwords and encryption.
4.7.4

Organizations shall make their employees aware of the importance of maintaining
the confidentiality of personal information.

(the "Schedule 1 Obligations")

34. . PIPEDA includes notification provisions that require an organization aware of a breach to

give timely notice to individuals affected by the breach. Section 10,1 of PIPEDA provides:

Notification to individual

[10.1] (3) Unless otherwise prohibited by law, an organization shall notify an
individual of any breach of security safeguards involving the individual’s personal
information under the organization’s control if it is reasonable in the
circumstances to believe that the breach creates a real risk of significant harm to
the individual.

Time to give notification

(6) The notification shall be given as soon as feasible after the organization
determines that the breach has occurred.

Definition of significant harm

(7) For the purpose of this section, significant harm includes bodily harm,
humiliation, damage to reputation or relationships, loss of employment, business
or professional opportunities, financial loss, identity theft, negative effects on the
credit record and damage to or loss of property.

Negligence

35.  Drive DeVilbiss owed the Plaintiff and Class Members a duty of care to exercise
reasonable care with the collection, use, retention, storage, protection, disclosure and disposition

of the Personal Information.

10



36.  The duty of care owed by Drive DeVilbiss in relation to the Personal Information is
informed by and not less than what is required by s 34 of PIPA and the Schedule 1 Obligations,

but does not depend on breach of statute.

37. Drive DeVilbiss breached the standard of care. Particulars of that breach include, but are

not limited to:

a. Failure to handle the collection, retention, protection, security, and disclosure of
the Personal Information, in accordance with the standards imposed by PIPA and

PIPEDA, and in accordance with the common law;

b. Failure to make reasonable security arrangements to prevent loss, theft, and
unauthorized access, collection, use, disclosure, copying, modification or disposal

of the Personal Information;

¢. Failure to maintain or alternatively implement physical, organizational and
technological safeguards or control procedures to prevent loss, theft, and
unauthorized access, collection, use, disclosure, copying, modification or disposal

of the Personal Information;

d. Failure to use organizational or technological safeguard measures to protect the
Personal Information, or the use of measures that were outdated or inadequate

having regard to the sensitivity of the information;

e. Hiring incompetent employees, failing to properly supervise its employees, or

failing to provide proper training to its employees;

f. Failure to employ ongoing monitoring and maintenance that would adequately

identify and address evolving digital vulnerabilities and threats;

g. Failure to detect loss, theft, and unauthorized access, collection, use, disclosure,

copying, modification or disposal of the Personal Information;

h. Failure to immediately notify the Plaintiff and other Class Members that their

Personal Information had been left unprotected and subjected to loss, theft,
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unauthorized access, collection, use, disclosure, copying, modification or

disposal;

Failure to provide any means for Class Members to determine the extent to which
their Personal Information was subjected to loss, theft, and unauthorized access,

collection, use, disclosure, copying, modification or disposal.

38.  Drive DeVilbiss knew or ought to have known that a breach of its duty of care would

cause loss and damage to the Class Members. As result of Drive DeVilbiss's breach of its duty of

care, the Plaintiff and other Class Members suffered loss and damage, including, but not limited

to:

»

Psychological distress;

Costs incurred in preventing identity theft;

Costs incurred in paying for credit monitoring services;
Out-of-pocket expenses;

Wasted time, inconvenience, frustration, and anxiety associated with taking
precautionary steps to reduce the likelihood of identity theft or improper use of

credit information, and to address the credit flags placed on their credit files; and

Time lost engaging in precautionary communications with third parties such as
credit card companies, credit agencies, banks, and other parties to inform them of
the potential that the Class Members' Personal Information may be
misappropriated and to resolve delays caused by flags placed on Class Members'

credit files.

39.  In addition, Class Members have suffered or will likely suffer further damages from

identity theft because the Personal Information was sold for criminal purposes, including identity

theft. It is likely or alternatively there is a real and substantial chance the Personal Information

will be used in the future for criminal purposes such as to create fictitious bank accounts, obtain
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loans, secure credit cards or to engage in other forms of identity theft, thereby causing Class

Members to suffer additional damages.

40, Further and more specifically, Class Members have suffered, likely will suffer, or are
now subject to a possibility that they will suffer additional losses flowing from false marketing
by cybercriminals fictitiously holding themselves out as the Third Party Organizations with
which the Class Members truly and properly have a relationship, thereby subjecting Class

Members to further identity and information theft causing additional future harm.
Breach of the Privacy Act (BC) and related enactments

41.  The Privacy Act, RSBC 1996, ¢ 373, s 1 creates a tort, actionable without proof of

damage, where a person, wilfully and without a claim of right, violates the privacy of another.

42,  As set out above, Drive DeVilbiss has breached the Privacy Act, Drive DeVilbiss
willfully and without a claim of right, violated Class Members’ privacy, by failing to protect the
Personal Information. Drive DeVilbiss’s failings respecting the Personal Information were not
reasonable in the circumstances, having regard to the lawful interests of the Plaintiff and Class

Members in that information, and were in breach of s 1 of the Privacy Act.

43.  Further, between the time when Drive DeVilbiss identified the Data Breach at some point
in May 2020, the exact date of which is unknown to the Plaintiff and Class Members but well
known to Drive DeVilbiss, and when Drive DeVilbiss announced the Data Breach to the Plaintiff
and Class Members in late September 2020, approximately sixteen to twenty weeks had elapsed.
Drive DeVilbiss does not appear to have ever announced the Data Breach publicly. Drive
DeVilbiss’s delay in notifying the Plaintiff and Class Members willfully and without a claim of

right compromised their privacy by:

a. denying Class Members the knowledge of the scope and extent of the Data

Breach as it relates to each individual Class Member;

b. denying Class Members the opportunity to protect their Personal Information, by
making public representations that there has been no harm and/or fraud that could

be fully traced back to the Data Breach; and
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c. failing to offer Class Members adequate or any credit protection services, fraud

protection, and/or identity theft insurance.

44.  The Plaintiff and Class Members are entitled to statutory damages as a result of the
breaches in the Privacy Act. For the same reasons, residents of Saskatchewan are entitled to
statutory damages from Drive DeVilbiss for breach of The Privacy Act, RSS 1978, ¢ P-24;
residents of Manitoba for breach of The Privacy Act, CCSM, P125; and residents of
Newfoundland & Labrador for breach of the Privacy Act, RSNL 1990, ¢ P-22.

Intrusion upon Seclusion

45, It is a tort, actionable without proof of harm, for a defendant to:

a. intentionally or recklessly;
b. invade a plaintiff’s private affairs or concerns;
¢. without lawful justification;

d. where a reasonable person would regard the invasion as highly offensive, causing

distress, humiliation or anguish.

46.  Drive DeVilbiss willfully and without a claim of right violated Class Members® privacy
by recklessly failing to protect the Personal Information. Drive DeVilbiss’s reckless failings
respecting the Personal Information were not reasonable in the circumstances, having regard to
the lawful interests of the Plaintiff and Class Members in that information, A reasonable person
would regard the resulting invasion of the Plaintiff’s and Class Members® privacy as highly

offensive, causing distress, humiliation or anguish.

47.  Further, Drive DeVilbiss delayed notifying the public of the Data Breach for a period of
months, the exact extent of the delay being unknown to the Plaintiff but well known to Drive
DeVilbiss. Drive DeVilbiss’s delay in notifying the Plaintiff and Class Members willfully and

without a claim of right compromised their privacy by:

a. denying Class Members the knowledge of the scope and extent of the Data

Breach as it relates to each individual Class Member;
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b. denying Class Members the opportunity to protect their Personal Information, by
making public representations that there has been no harm and/or fraud that could
be fully traced back to the Data Breach; and

c. failing to offer Class Members any credit protection services, fraud protection,

and/or identity theft insurance.

48.  These Class Members are entitled to damages as a result of Drive DeVilbiss’s tortious

acts.
Injunction

49, . The Plaintiff and Class Members are entitled to an injunction under the Law and Equity
Act, RSBC 1996, ¢ 253 to require Drive DeVilbiss to provide credit protection services for five

years at the Defendants’ cost.
Jurisdiction

50.  The Plaintiff and Class Members have the right to serve this Notice of Civil Claim on
Drive DeVilbiss pursuant to the CJPT4 because there is a real and substantial connection
between British Columbia and the facts on which this proceeding is based. This action concerns
a tort committed in British Columbia (CJPTA, s 10(g)) and a business carried on in British
Columbia (CJPTA, s 10(h)).

51.  An action under the Privacy Act must be determined in the Supreme Court of British

Columbia (Privacy Act, s 4).

Plaintiff’s address for service:

Slater Vecchio LLP
1800 - 777 Dunsmuir Street
Vancouver, BC V7Y 1K4

Fax number for service: 604.682.5197

Email address for service: service@slatervecchio.com
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Place of trial: Vancouver, BC

The address of the registry is:

800 Smithe Street
Vancouver, BC
V6Z 2E1

Date: November 4, 2020

Signature of law% plaintiff

Anthony A Vecchio Q.C.
Slater Vecchio LLP

and

Mathew Good
Mathew P Good Law Corp
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Rule 7-1 (1) of the Supreme Court Civil Rules states:

(1) Unless all parties of record consent or the court otherwise orders, each party of record to an
action must, within 35 days after the end of the pleading period,

(a) prepare a list of documents in Form 22 that lists

(i) all documents that are or have been in the party's possession or control and that
could, if available, be used by any party at trial to prove or disprove a material
fact, and

(ii) all other documents to which the party intends to refer at trial, and

(b) serve the list on all parties of record.
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ENDORSEMENT ON ORIGINATING PLEADING OR PETITION
FOR SERVICE OUTSIDE BRITISH COLUMBIA
The plaintiff claims the right to serve this pleading on the defendant Drive DeVilbiss outside
British Columbia on the ground that the Court Jurisdiction and Proceedings Transfer Act, SBC
2003, c 28, s 10 (CJPTA) applies because there is a real and substantial connection between
British Columbia and the facts on which this proceeding is based. The Plaintiff and Class

Members rely on the following grounds, in that this action concerns:

a. atort committed in British Columbia (CJPTA, s 10(g));
b. a business carried on in British Columbia (CJPT4, s 10(h))

An action under the Privacy Act must be determined in the Supreme Court of British Columbia

(Privacy Act, s 4).
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Appendix

Part 1: CONCISE SUMMARY OF NATURE OF CLAIM:

This is a claim for damages arising out of Drive DeVilbiss’s breaches of privacy through
unauthorised access to user data.

Part 2: THIS CLAIM ARISES FROM THE FOLLOWING:
A personal injury arising out of:
[ ] amotor vehicle accident
[ ] medical malpractice
[ ] another cause
A dispute concerning:
[ ] contaminated sites
[ ] construction defects
[ ] real property (real estate)
[ ] personal property
[x] the provision of goods or services or other general commercial matters
[ ]investment losses
[ ] the lending of money
[ ]an employment relationship
[ a will or other issues concerning the probate of an estate

[ 1 a matter not listed here

Part 3: THIS CLAIM INVOLVES:

[x] a class action

[ ] maritime law

{ ] aboriginal law

[ ] constitutional law
[ ] conflict of laws

[ 1none of the above
[ ]do not know
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Part 4:
Class Proceedings Act, RSBC 1996, ¢ 50

Personal Information Protection Act, SBC 2003, ¢ 63
Personal Information Protection and Electronic Documents Act, SC 2000, ¢ §

Privacy Act, RSBC 1996, ¢ 373
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